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Visit the ADA Cloud User guide for more information



https://wiki.u-gov.it/confluence/display/SCAIUS/UG3.5%3A+ADA+Cloud+UserGuide#UG3.5:ADACloudUserGuide
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1 - Account and project
How to get a CINECA HPC account and cloud resources

Get a HPC user Get cloud resources
e Account = "personal" username for ¢ |SCRA Projects: Researchers affiliated
HPC systems in CINECA with an ltalian University or an Italian
e Register to CINECA UserDB portal Research Agency
* Ask to be associated with avalid ~ ® EuroHPC Projects: European
project, as "Collaborator" or as researchers
"Principal Investigator" * Italian research Institutions, General
* Important: The access is possible users and Industrial applications:
only through two-factors (2FA) contact the HPC User support

authentication

For more info: Become a user in User Guide

CINECA

Get an HPC CINECA user
and a project

Access your cloud
resources

Configure your network

Create your VM

Connect to your VM



https://wiki.u-gov.it/confluence/display/SCAIUS/UG2.2%3A+Become+a+User
https://userdb.hpc.cineca.it/
http://www.hpc.cineca.it/services/iscra
https://eurohpc-ju.europa.eu/access-our-supercomputers/eurohpc-access-calls_en
mailto:superc@cineca.it
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2 - Access your cloud resources CINECA

ADA Cloud dashboard S

Access your cloud

* Go to https://adacloud.hpc.cineca.it resources
* Select "CINECA HPC" as Authentication method Configure your network
* Insert your HPC-CINECA credentials to log in

Create your VM

NOTE: the 2nd factor needs to be activated (see section How to connect via 2FA)

Connect to your VM

Praject | Compute /| Ovenview

C |N ECA E I3 CINECA » cin_tech_X + v\ & diestio -
Project v Your projects /

APl Access

ompute w Over\f iew You r use rn a me

Limit Summary
Images Co mpute

Key Pairs
- J , Allocated and used resources
e for the selected project
Vilumas > Instances VCRUs FAar
Used 22 of 30 Used 162 of 200 Used 831GB of 1.5TB
Container Infra >
Volume

Matwork > '
Orchestration b1 '

Database >

Wolurmes Wolume Snapshols olume Storage
IUsed 26 of 30 Used 1.0f 20 Used 2 1TB of 5TB
Diata Processing >
Network
Share >
o , ‘ * .
Floating IPs Security Groups Security Group Rules Networks Porls Routers

Allocaied 24 of 25 Used 35 07 45 Used 153 of 200 Used 10 07 10 Used 85 of 90 Used 80f 10


https://adacloud.hpc.cineca.it/
https://wiki.u-gov.it/confluence/display/SCAIUS/How+to+connect+via+2FA
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3 - Configure your network
3.1 - Create Network and subnet for the project

CINECAD =on

Project v
API Access
Compute ]
Volumes ]
Container Infra h ]
Network A4
Network Topology

etwo
Routers

Project / Network / Networks

Networks

CINECA

Get an HPC CINECA user
and a project

Access your cloud
resources

Configure your network

Create your VM

Go to the «Networks» tab under «Network» in the left side menu

Connect to your VM

Name =+

Click

Filter

+ Create Network 1l Delete Networks




3 - Configure your network
3.1 - Create Network and subnet for the project

Follow the wizard steps

Create Network

Subnet Subnet Details

Network Name

my-netwaork
@ Enable Admin State @

& Create Subnet

Availability Zone Hints @

nova

MTU @

Insert a name for your network

Create a new network. In addition, a subnet associated
with the network can be created in the following steps of
this wizard

Click

Cancel « Back {

CINECA

Get an HPC CINECA user
and a project

Access your cloud
resources

Configure your network

Create your VM

Connect to your VM




3 - Configure your network CINECA

Get an HPC CINECA user

3.1 - Create Network and subnet for the project and a project

Access your cloud
resources

Configure your network
Create Network

Create your VM
Insert name of your subnet Network et Detale
Connect to your VM
Subnet Name Creates a subnet associated with the network. You need
ha my_subnet to enter a valid "Network Address" and "Gateway IP". If

you did not enter the "Gateway |P", the first value of a
network will be assigned by default. If you do not want

Network Address @
gateway please check the "Disable Gateway" checkbox.

|nse rt network IP add ress. 192 . 16800/24 » 192.168.0.0/24 Advanced configuration is available by clicking on the

"Subnet Details" tab.

IP Version

IPv4 -

Gateway IP @&

Insert gateway IP: 192.168.0.254 > 1921680254

[J Disable Gateway CI |C k

Cancel « Back ﬁ




3 - Configure your network

3.1 - Create Network and subnet for the project

Create Network

MNetwork Subnet Subnet Details

@ Enable DHCP

Allocation Pools ©

DNS Name Servers @

Host Routes @

Specify additional attributes for the subnet.

Cancel

« Back

CINECA

Get an HPC CINECA user
and a project

Access your cloud
resources

Configure your network

Create your VM

Connect to your VM

Click




3 - Configure your network CINECA

3.2 - Create Router for the Project CeiepHBCCEcAet

and a project

Cl N ECA E CINEC Access your cloud

resources

Project v

Go to «Routers» tab under «Network» in the left side menu

Configure your network

AP| Access

Create your VM
Compute h ]

Volumes > Connect to your VM

Container Infra ]
Network W

Network Topology

Networks

Routers Project / Network / Routers

Routers Click

Load Balancers \

. Router Name == Filter =+ Create Router
Floating IPs

Security Groups




3 - Configure your network
3.2 - Create Router for the Project

Follow the wizard steps

Create Router

Router Name

my_router

& Enable Admin State @
External Network

externalMNetwork

Availability Zone Hints @

nova

Insert a name for your router

M Click

Description:

Creates a router with specified parameters.

CINECA

Get an HPC CINECA user
and a project

Access your cloud
resources

Configure your network

Create your VM

Connect to your VM

Select «externalNetwork» from the menu

A

Cancel Create Router




3 - Configure your network
3.2 - Create Router for the Project

Project / Network / Routers

Routers

From the list of Routers, click on your
Router name

ame = v my-router Filter <+ Create Router 1l Delete Routers

Displaying 1 item

O Name Admin State

0O  my-router Active externalNetwork uP

Project / Network / Routers / my_router

my_router
Overview Interfaces Static Routes
Name Fixed IPs Status Type

Availability Zones Actions

Clear Gateway [Rd

Go to the «Interfaces» tab

Clear Gateway [Rd

CINECA

Get an HPC CINECA user
account and a project

Access your cloud
resources

Configure your network

Create your VM

Connect to your VM

/ Click
4+ Add Intéftace

Admin State Actions

No items to display.




3 - Configure your network
3.2 - Create Router for the Project

In the wizard

Add Interface

Subnet *

my-network: 192 168 0 0/24 (my-s¥bnet)

IP Address (optional) @

. 4

CINECA

Get an HPC CINECA user
and a project

Access your cloud
resources

Select the network created in the previous step

Description:
You can connect a specified subnet to the router.

If you don't specify an IP address here, the gateway's
IP address of the selected subnet will be used as the IP
address of the newly created interface of the router. If
the gateway's IP address is in use, you must use a .
different address which belongs to the selected subnet. CI |Ck

Cancel h

Configure your network

Create your VM

Connect to your VM




3 - Configure your network
3.3 - Set-up keypairs

CINECADD =ome

Project

W

API| Access

Compute v

Overview

Instances

Images

Key Pairs

Server Groups

Project / Compute / Key Pairs

Key Pairs

Q, | Click here for filters or full text search.

Go to the «Key Pairs» tab under «Compute» in the left side menu

CINECA

Get an HPC CINECA user
and a project

Access your cloud
resources

Configure your network

Create your VM

Connect to your VM

Click

® < Create Key Pair . Import Public Key 1l Delete Key Pairs




3 - Configure your network CINECA

3.3 - Set-up keypairs

Get an HPC CINECA user
and a project

Access your cloud

. resources
In the wizard
Insert a name for the new Key Pair Configure your network
Create your VM
Create Key Pair
Connect to your VM
Key Pair Name * e
[ my_keypair / v
Key Type * Select «SSH Key» * The public key stays on the Openstack dashboard
SSH Key / . * The private key is AUTOMATICALLY downloaded locally

® Cancel

* |IMPORTANT NOTES:
* The download of the private key will be done only when

sl the keypair is created. If you lose the private key, you will
have to create a new keypair.

Click

e Ifyou are a Linux user, modify the permission of the
private key (downloaded file) to read-write for only the
user (chmod 600 <file name>)



3 - Configure your network
3.4 - Set-up security rules

CINECADD =on

Project v
APl Access

Compute h ]

Yolumes h ]
Container Infra ]
Network ot

Network Topology

MNetworks

* A security rule defines which traffic is allowed to instances
assigned to the security group.

* A security group is a group of security rules that can be assigned
to an instance.

Go to the «Security groups» tab under «Network» in the left side menu

Routers yd

Load Balancers

Floating IPs

Project / Network / Security Groups

Security Groups

CINECA

Get an HPC CINECA user
and a project

Access your cloud
resources

Configure your network

Create your VM

Connect to your VM

Click

+ Create Security Group @ Delete Security Groups




3 - Configure your network
3.4 - Set-up security rules

In the wizard

CINECA

Get an HPC CINECA user
and a project

Access your cloud
resources

Insert a name for the security group

Configure your network

Create your VM

Create Security Group

Name *

my_security

Description

Description:

Security groups are sets of IP filter rules that are applied
to network interfaces of a V. After the security group is
created, you can add rules to the security group.

Connect to your VM

Click




3 - Configure your network
3.4 - Set-up security rules

CINECA

Get an HPC CINECA user
and a project

For the security group just created, select
«Manage Rules» on the right side

Access your cloud
resources

Shared Actions

False Manage Rules

Configure your network

Create your VM

By default, only security rules to
get out of your VM are created

Connect to your VM

Project / Network / Security Groups / Manage Security Group Rul_ .

Manage Security Group Rules: my_securit 4c2420-cde9-4e1d-bd02-

2eb025b1274d)
4 Add Rule

Displaying 2 items

0 Direction IP Protocol

O Egress 1Pv4 Any Any 0.0.0.0/0 - - Delete Rule
O  Egress IPvE Any Any =0 - - Delete Rule

Displaying 2 items

Port Range Remote IP Prefix Remote Security Group Description Actions

Security rules to access your
VM needs to be added




3 - Configure your network CINECA

Get an HPC CINECA user

3.4 - Set-up security rules S E sl

Access your cloud
resources

In the wizard

Configure your network

. Add Rule
Select «SSH» from the list Create your VM
Rule *
b Connect to your VM
S5 . Description:
Rules define which traffic is allowed to instances assigned
Description @ to the security group. A security group rule consists of
three main parts:
Rule: You can specify the desired rule template or use
“ custom rules, the options are Custom TCP Rule, Custom
Remote * © UDP Rule, or Custom ICMP Rule.
CIDR . Open Port/Port Range: For TCFP and UDP rules you may

choose to open either a single port or a range of ports.
. Selecting the "Port Range" option will provide you with
CIDR" © space to provide both the starting and ending ports for the
range. For ICMP rules you instead specify an ICMP type

0.0.0/0 ) i
and code in the spaces provided.
Remote: You must specify the source of the traffic to be

allowed via this rule. You may do so either in the form of

By defaUItl aCcess IS enabled for a” IPS an IP address block (CIDR) or via a source group

(Security Group). Selecting a security group as the source CI IC k
will allow any other instance in that security group access
to any other instance via this rule.

Cancel Add
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4 - Create your VM

4.1 - Launch an instance

CINECADY =one

Project v
API Access

Compute v

Cverview

Instances

Images

Key Pairs

Server Groups

Go to the «Instances» tab under «Compute» in the left side menu

Project / Compute / Instances

Instances

Instance ID =

CINECA

Get an HPC CINECA user
and a project

Access your cloud
resources

Configure your network

Create your VM

Connect to your VM

Click «Launch instance»

Filter & Launch Instance

@l Delete Instances

More Actions =




4 - Create your VM

4.1 - Launch an instance

Follow the wizard steps

CINECA

Insert a name for your VM

Get an HPC CINECA user
and a project

Launch Instance

Please provide the initial hostname for the in
count. Increase the Count to create multip)

Source * Project Name
cin_tech X
Flavour *
Instance Name ©
Networks *
my_first_ VM
MNetwork Ports
Description
Security Groups
Key Pair Availability Zone
: nova
Configuration
Count *

Server Groups
1
Scheduler Hints

Metadata

% Cancel

nce, the availability zone where it will be deployed, and the instance
instances with the same settings.

Total Instances
(30 Max)

T7%

B 22 Current Usage
1 Added
7 Remaining

v Click

< Back Next > & | aunch Instance

Access your cloud
resources

Configure your network

Create your VM

Connect to your VM




4 - Create your VM

4.1 - Launc

h an instance

Launch Instance

Detais

Flavour

Metworks *

Metwork Ports

Security Groups

Key Par

Canfiguration

Server Groups

Scheduler Hints

Meta:

% Cancel

new valume.

Selact Boot Source

Image

Allocated
Displaying O iterns

Hams Upaated

Select an fem from Avalizbie fems beiow

Displaying O items

w Available

Size Format Wiglbility

Craats New Volume

v Yo E|

CINECA

Get an HPC CINECA user
and a project

Select an operative

Q | Click he

Displaying

W

w

w

w

w

w

w

w

w

¥

Displaying

filters or full text s=arch

Namea

Cent0S-7-x86_E4-GenericCloud-2009

icCloud-8.4.2105

Cent0S-Stream-GenericCloud-8-20220913

Debian12 (Bookworm)

manilz-service-image

Racky Linux B.8

Racky Linux 8.3

Ubuntu Server 18.04 LTS (Bionic

Ubuntu Server 20.04 LTS (Focal Fossa)

Ubuntu Server 21.04 (Hirsus

system of your VM

Ubuntu Server 22.04 LTS (Jammy Jeliyfi

Select ane
»
Updated Zlze Format  \isibiity
72821 8:41 AM QCOW2  Public +
/21 649 AM 1.22G8 QCoOwW2 +
i2122 5:22 R ) L
o 1000GE  RAW Pz +
A2U2IEAIAM  200GE  RAW Shared +
G221 0SAM 0 gcowz  Public +
MB
12018123 1:13
o 184G QcOW2 +
12118123 12:25 )
o 101G8  QCOW2  Public +
35361 )
- Qcowz  Public +
72821 10:01 53518 )
e e Qcowz  Public +
211001 55308 -
s QCowWz  Pubiic +
Q1IZZESEAM 220GE  RAW Pz +
cBack | | Meats | YT

Launch Instance

Detais
Flavour *
Herbwerorks *

Metwork Ports

Security Groups

Key Par

Scheduler Hints

Metad;

* Cancel

new valume.

Sabact Boot Source

Image

Allocated
Displaying 1 item

Hama

¥ Ubuniu Server 18.04 LTS | Bios

—M/——*jisp aying 1 item

w Available

Creats New Voluma

w Yes E|

Updaten slze Format

T2 1002 AM 353B1MB  QCOW2

Displaying 10 items

Name

¥ CeontDS-7-286_E4-GenericCloud-2009

4 CertDS-8 GenericClauc 8.4 2105
20210603.0.086_64

¥ CentDS-Steam-GenericCloud-8-20220913

¥ Debian12 (Boakworm)

¥ manile-service-image

% Rocky Linux 6.3

% Rocky Linux 8.3

¥ Ubunl Sarver 20.04 LTS (Focal Fessa)

¥ Ubuntu Server 21.04 (Hirsute Hippa)

¥ Ubuntu Server 22.04 LTS (Jammy Jelyfish)

Dispdaying 10 items

Updated Slze Format
B47.B1

728 & "
W BATAM o OCoW2
72 C4GAM 122 GE  OCOW2
1112122 5:22 N )
o 1000GE  RAW
A2UZIEATAM  Z00GE  RAW

- 555,13
221 11:05 AM acowz

B MB

2119723 1:13
12N s ocowe
o
12119123 12:25
e 101 GB  OCOW2
728021 10:01 53519
AM ME Qe
7128021 10:01 55308
AM MB LELLE
9122 BSEAM  ZZ0GE  RAW
<Back | | Mest>

Visinmity
Public v
Select ane
x
Visibiity
Public +
Publiz +
Public +
Shared +
Public +
Public +
Public +
Publiz ry
Public +
Public +
& Launch Instance

Access your cloud
resources

Configure your network

Create your VM

Connect to your VM

Click




4 - Create your VM

4.1 - Launch an instance

Select the flavour of your VM

CINECA

Get an HPC CINECA user
and a project

Access your cloud
resources

Configure your network

Launch Instance

Details

Source
Networks *
Metwork Ports
Security Groups
Key Pair
Configuration
Server Groups
Scheduler Hints

Metadata

% Cancel

Flavours manage the sizing for the compute, memory and storage capacity of the instance.
Allocated
Displaying 0 tems

Name VCPUS RAM Total Disk Root Disk Ephemeral Disk
Select a fiavour from the available flavours below:

Displaying 0 items

v Available

Q  Click here for filters or full text search

Displaying & items

MName VCPUS RAM Total Digk Root Disk Ephemeral Disk
¥ fladasxs 1 75GB 10GB 10 GB 0GB
> fladamanila 1 75GE 10GB 10 GB 0GB
¥ fladaxs 2 15 GB 30 GB 30 GB 0GB
> fladas 4 30 GB 30 GB 30 GB 0GB
> fladam 8 60 GB 30 GB 30 GB 0GB
> fladal 16 120GE 30GB 30 GB 0GB
2> flada.gpuscd 45 168 GE 30GB 30 GB 0GB
> fl.ada.gpu.full 95 33BGE 3W0GB 30 GB 0GB
Displaying 8 tems
<« Back Mext »

Lginch Instance

Details
Allocated
Source Displaying 1 item
- m Heme
Networks * > fladaxxs 1
Metwork Ports Displaying 1 item
Select one
Security Groups w Available
x
Key Pair
Public Configuration Displaying 7 items
Yes Server Groups Name
Vs * Scheduler Hints > fl.ada manila
Yes ~ Metadata > fladaxs
es + > fladas
e
= * > fladam
ez *
> fladal
Mo -~
> flada gpuacd
Mo -~
> flada.gpu.full
Displaying 7 items
& Launch Instance

* Cancel

VCPUS

VCPUS

RAM

75GE

RAM

75GE

15 GB

30 GB

60 GB

120 GB

168 GB

336 GB

Total Disk

10 GE

Q, | Click here for filters or full text search.

Total Disk

10 GB

30 GB

30 GB

30 GB

30 GB

30 GB

30 GB

Root Disk

10 GE

Root Disk

10 GB

30 GB

30 GB

30 GB

30 GB

30 GB

30 GE

Flavours manage the sizing for the compute, memory and storage capacity of the instance.

Ephemeral Disk

0GB

Ephemeral Disk

0GB

0GB

0GB

0GB

0GB

0GB

0GB

< Back Me:

Public

Yes

Public

Yes

Yes

Yes

Yes

Yes

Select one

Create your VM

Connect to your VM

Click




4 - Create your VM CINECA

Get an HPC CINECA user

4.1 = LGUI‘lCh Cln inSi'Clnce and a project

Select the network created in the Access your cloud

previous «configure your network» step e

and click « Next» Configure your network
Create your VM

Launch Instance

Connect to your VM

Networks provide communication channels for instan . You can select ports instead of networks or a

Details

mix of both.
Source w Allocated
Displaying 1 item
Flavour
MNetwork Subnets i Shared Admin State Status
m » my-network m Mo Up Active o,
Network Ports
Displaying 1 item
Security Groups
w Available Select one or more
Key Pair
Q, | Click here for filters or full text search. x

Configuration



4 - Create your VM

4.1 - Launch an instance

CINECA

Select the Key Pair created in the
previous «configure your network» step

Get an HPC CINECA user
and a project

Access your cloud
resources

Launch Instance

Details ) )
pair, or generate a new key pair.
Source + Create Key Pair X Import Key Pair
Flavour Allocated
Displaying 0 items

Metworks

Name
Metwork Ports

Security Groups Displaying 0 tems

Canfiguration O Setadmin password
Semver Groups

Scheduler Hinis

Metadata

*® Cancel

A key pair allows you fo S5H inte your newly created instance. You may selec]

a key pair from the available key pairs below.

exisfing key pair, import a key

Select one

Click

Mext » & Launch Instance

Configure your network

Create your VM

Connect to your VM




4 - Create your VM CINECA

Get an HPC CINECA user
and a project

4.1 - Launch an instance Select the Security Group created in

Access your cloud
resources

the previous «configure your network»

step and click «Launch Instance»

Configure your network

Launch Instance

Create your VM

Select the security groups to launch the instance in.

Details
w Allocated C - VM
onnect to your
Source Displaying 2 items Y
Flavour Name Description
Networks > default ault security group +

Network Porls > my-secgroup

Securily Groups Displaying 2 items

Key Pair

my-secgroup +

w Available Select ane or more

Configuration )
Q. | Click here for filters or full text search. x

=
Server Groups Displaying 13 items | « Prev

Scheduler Hints Name Description

Metadata > hitp +



4 - Create your VM CINECA

4.2 - Associate a floating IP o your VM s project

Cl N ECA E CINEC Access your cloud

resources

Project v

o Go to the «Floating IPs» tab under «Network» in Confilgure your network
CCess

) the left side menu Create your VM

Compute

Yolumes h ]

Connect to your VM

Container Infra ]

Network W

Network Topology

Networks

Security Groups Click

Load Balancers Project / Network / Floating IPs

Floating IPs Floating IPs

Floating IP Address = = Filter % Allocate IP To Project £3 Release Floating IPs

Diznlavina 24 iterms



4 - Create your VM

4.2 - Associate a floating IP to your VM

In the wizard

Allocate Floating IP

Pool *

externalNetwork

Description

Description:

Allocate a floating IP from a given floating IP pool.

Project Quotas
Floating IP

Cancel Allocate IP

CINECA

Get an HPC CINECA user
and a project

Access your cloud
resources

Configure your network

Create your VM

Connect to your VM

Click




4 - Create your VM
4.2 - Associate a floating IP to your VM

Project / Network / Floating IPs

Floating IPs

Displaying 1 item

Floating IP Address =+ 131.175.204.217 Filter % Allocate |P To Project (Quota exceeded) $3 Release Floating IPs

O  IP Address Description Mapped Fixed IP Address Pool Status Actions

0O  131.175.204.217

Displaying 1 item

In the wizard

Manage Floating IP Association

IP Address *

Select an IP address i +

Port to be associated ~

Select a port v

externalNetwork Down Associate 7 =

CINECA

Get an HPC CINECA user
and a project

Access your cloud
resources

Click

Configure your network

Create your VM

Connect to your VM

By default, the IP, you have just allocated, will be selected

From the.menu, select your VM

Select the IP agefess you wish to associate with the
selected igafance or port.

Click

Cancel ASSO
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Get a CINECA HPC user and a cloud project
Access your cloud resources

Configure your network

Create your VM

Set-up network and router

Set-up keypairs

Set-up security rules

Launch an instance

Associate IP

CINECA



I 5 - Connect to your VM
5.1 -lLoginto your VM

 Your VM is now ready to be used

* Login using the default user (of the OS you have chosen for
your VM) and your private key (see step 3.3)

 Suppose you have used the default ubuntu cloud image,
you can login as:

S ssh -i my_keypair.pem ubuntu@<floating IP address>

CINECA

Get an HPC CINECA user
and a project

Access your cloud
resources

Configure your network

Create your VM

Connect to your VM




5 - Connect to your VM CINECA

Get an HPC CINECA user

5.2 - SeCUI'e YOUI' VM and a project
Access your cloud

At the first log in, remember to:
« Update the OS and relative packages o yeTsterk
Create your VM
Follow the basic security guidelines: Connect to your VM
e activate automatic updates
* only install software from reputable sources
e disable unneeded services
* use encrypted and secure communication protocols to avoid man in
the middle attacks
* keep logs of your applications
* monitor accounts created on your system and do not enable password
login, use SSH keys instead

More information at: Security guidelines



https://wiki.u-gov.it/confluence/display/SCAIUS/General+Security+Guidelines+for+ADA+cloud

CINECA

For any issue or question please contact the HPC User
support at superc@cineca.it
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